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Abstract

E-government is becoming a reality rather than a theoretical ambition; however, achieving the e-
government anticipated benefits is still illusive, which is exacerbated by the continuous and ever
changing business processes, IT and user requirements. This paper outlines current state of e-
government research and the challenges emerging from the need to integrating citizen, business and
technology into seamless e-government solutions and services. In addition, the paper proposes a
semiotics-informed framework for process-oriented e-government services modelling and
management, which is used and tested on laboratory-based case studies.
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1 THE CURRENT STATUS OF E-GOVERNMENT

E-government is often seen as an instrument for public sector modernisation including efficiency
improvement and wider-access to national and regional public services via ICT (Liu et al. 2005b).
Though, as reported in early studies (Adeshara et al., 2004; Cohen and Eimicke, 2002; Dittrich et al.,
2002; Huang et al., 2005; UNEAS 2003, Wagner et al. 2006) the level of adoption of e-government
varies widely across regional and national boundaries, and is very much affected by economics and
socio-technical factors with little to no citizen’s involvement in the design of e-government services®.
Such a participative approach is already provided in many e-commerce portals, and been highlighted
in the UK 7-point action plan (Prime Minister's Strategy Unit, 2005) setting a priority to
implementation personalisation of eServices as highlighted by (Leadbeater, 2004): ““...by putting users

1 . . . . .
Such an approach is attributed to many successful Canadian’s eGovernment implementations (Accenture, 2005).
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at the heart of services, enabling them to become participants in the design and delivery, services will
be more effective by mobilising millions of people as co-producers of the public goods they value.”

Whilst, much research and development is now underway focusing on many aspects of E-government
ranging from e-citizen, e-services to e-administration, with focus of many research concerns including;
risk management, data and knowledge management and interoperation, information interchange
standards and design frameworks for e-government systems such as: - Yet, numerous recent reports
are still reporting on the general “software crisis” (Gibbs, 1994; RAE and BCS, 2004) with in e-
government, that is, e-government services are fail to deliver promised functionality (The Economist
Reportage, 2000; Heeks, 2003) including being delivered on cost and on time.

2 RESEARCH CHALLENGES

Addressing the e-government “software crisis” is a long-standing research problem, which is
exacerbated by the complex tight coupling of “Citizen, Business and Technology” requirements, and
their often unpredictable and rapid changes. Such concerns can be grouped as follows:

o Integrating Citizen, Business and Technology into E-government: E-government services can be
categorised as: access to information, transaction services, and citizen participation (Marchionini
et al., 2003), each built on its previous form, along the line of the five phases described in the last
section. To achieve the perceived benefits, all forms of e-government have to be exploited. Access
to information by the citizen is clearly less challenging than providing transactional services. For
the latter will involve not only the technological provisioning, assurance and viability
(accounting), the success of which are heavily reliant on a number of factors including;
organisation (including people), process and systems’ integration. Furthermore, improvement of
citizen participation is even more challenging as it is concerned with social, political, and cultural
factors. The development of e-government strategy has to consider three important motivating
questions. First, in the political arena, whether or not there is a political urgency which may be
from the international environment and neighbouring countries. The support from the top level
such as the central government is essential. The citizen demand and readiness to accept e-
government is the key to the success. Secondly, there is a technical constraint, such as network
infrastructure, computer availability and the use of computer and network accessibility. This is
closely determined by the economic capability of a region or a country. Finally, legal
infrastructure is another determinant, which includes privacy law, security law, trust in
government, and accepted decision-making processes (Chen and Knepper, 2005).

e Facilitating E-government Services implementation: At a recent international expert round-table
discussion at an international workshop on e-government implementation (Liu et al., 2005) from
many countries identified the following issues that are particularly relevant to the integration
concerns of business and technology, namely:

e Organisational strategies, planning and resourcing: This indicates that national and/or local
government departments must set strategic policies (with varying horizon (short to a long-term
vision), and facilitate the development and provisioning of associated plans and resources?
necessary for the implementation, introduction and management of e-government and services.

e Contextual readiness for e-government: This implies the readiness for implementation and
introduction of e-government solutions, which is not only concerned with the technical
infrastructure and connectivity, but also the “people” dimension including; social and cultural
factors associated to the e-government service providers (government) and consumer (citizen).
The citizen participation and acceptance of e-services as indicated by Accenture (2005) can only
be achieved by extensive education, demonstration of added value and quality of services

2 High priority must be placed on the resources required as the implementation is carried out in parallel to other normal government services.
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provided by e-government solutions, and/or a true citizen-centric design of e-services via
customisation?

e Business model evolution: This highlights the need for change (see co-evolution) such as in
organisation structure, regulations and policies, and business processes. Such changes may be
profound and painful which may lead to loss of powers of some departments even jobs.

e Assurance: To ensure any specified citizen, business and technology requirements to be monitored
throughout e-government services life-cycle development and re-engineering processes. It is
important to ensure that “non-functional” requirements including; dependability, resilience,
security, etc. to be guarantied (Evangelidis et al., 2002). Such a model is increasingly researched,
and was proposed by the authors at one of the EU-funded E-government Interoperation
Observatory Meeting (Interop, 2004). Auditing: To develop required mechanisms for
measurement, monitoring, accounting and tuning/adjustments of systems and/or plans to co-
evolve or adapt to changes, etc.

In line with the above high-level research concerns, an integrative framework and associated tools and
methods are required to support the three pillars of next generation e-government services: Provision,
Assurance and Auditing. Provision of high-quality services achieves cost-saving, more efficient
administrative procedures, pro-active service delivery, which is the essential part of next generation e-
government. As to assurance, to attain a secure e-government service plays a vital role in success of
future e-government service. E-government service must be designed, employed and operated in a
secure manner. All threats and vulnerabilities must be evaluated by imperative assurance in e-
government services. Auditing of e-government services is necessary to prevent the public resources
from being used improperly. It is a crucial issue to assure transparency and accountability of the public
empowerment.

To this end, an integrative modelling and design framework needs to be developed, which is outlined
below.

3 A FRAMEWORK FOR PROCESS-ORIENTED E-GOVERNMENT SERVICE
PROVISIONING AND ASSURANCE

A social system such as a region, a local community and a business organisation consists of human
actors and instruments (e.g. ICT and others) used in social and economic activities. Activities carried
out in such a system will either be substantive (e.g. production and consumption of physical goods) or
communicative (e.g. provision and consumption of information and services). For the social systems
to achieve the set objectives, activities will have to be coordinated through use of information. E-
Government as a complex socio-technical system can be modelled by the semiotic framework
(Stamper, 2000), and designed using advanced autonomic software engineering principles (Laws et
al., 2002; Taleb-Bendiab et al., 2005) with continuous support for process-oriented Provision,
Assurance and Auditing (Randles et al., 2005b). Each of these are detailed below.

3.1 Modelling e-Government Services via Semiotics

Semiotics is the study of signs (Peirce, 1931-1935), with one of the main objectives is to examine how
information is represented by using all kinds of signs such as icons, symbols, and language (natural
and other formal and informal languages used in human communication). Signs are seen as the basic
units for human and machine-based communication. A sub-discipline of semiotics, Organisational
Semiotics, is emerging to study the properties and behaviour of signs in organisational contexts and
business practice (Liu et al., 2001; Gazendam et al., 2005). The semiotic framework of Stamper
(2000) is applied here to investigate the implementation of e-government implementation from six
layers.
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The development of e-government in a social system implies the implementation of architecture in

multiple layers, three of which constitute the technical infrastructure:

e physical devices and their interconnections - the computer hardware, the network, the optical
fibres, the satellites, etc., which generate and carry a cause-and-effect chain of events quickly and
cheaply, across the globe if necessary;

o signalling protocols, the validation, authentication and encryption routines that exploit the basic
physical phenomena, so that a varied stream of patterns originating in one place can be reproduced,
ideally without error, at another place, or corrected in case of error;

e structures which enable signals to be combined into messages, to be analysed into parts (parsed),
stored in files, retrieved, used in calculations, recombined into new messages.

With the technical infrastructure in place, we can then design the further three layers, which are more

directly related to the content of e-government:

e meanings of the numbers, words and expressions that form a message, and the ways that
individual components combine to create the meaning of the message as a whole;

e communicating the intentions of the message, through interaction, clarification and negotiation
between appropriate actors;

e social consequence in the form of established commitment, obligation and responsibility between
the people involved.

Integration between business processes and IT systems is the key toward an advanced e-government
services. Organisational semiotics advocates an approach of business and IT system co-design (Liu et
al., 2002). The approach of co-design treats the ICT as part of the infrastructure as well as business
processes, which lends vertical integration within an organisation. Horizontal integration refers to the
network between different agencies and collaboration with other government offices. This can be
benefited from the semiotic model of virtual organisations (Gazendam, 2001).

3.2 Designing E-government as Situated Autonomic Systems

Maintaining integrity with often-changing processes and practice produces many challenges in
software design and development. Software is traditionally fragile to changes in its requirements, with
after deployment maintenance estimated to consume at least 70% of a 5 year budget for enterprise
software (Gartner Group, 2005). Whilst semiotic constructs and infrastructure provide the requisite
structures and mechanisms to represent and co-ordinate eGovernment concerns, the software
implementation itself must be able to adapt and consume these concerns in a predictable, assured
manner, so that the desired range and quality of service can be delivered to citizens and users of
eServices.

For such a challenge, autonomic software, which are imbued with autonomous behaviour often
observed in natural organisms (Ganek, 2003). As such, an autonomic system is one that is robust
against internal malfunction or external disturbance, having the ability to respond and adapt to
unexpected stimuli, allowing it to survive in a changing and unpredictable environment. In nature,
many organisms, including humans, have an autonomic nervous system that responds to events
automatically, often to protect or secure the functions of the organism.

Hence, autonomic design is here used to sense and track the execution of eGovernment business
process flows to regulate the process or simply to notify and expose how the state of supporting IT
systems and resources is enabling performance monitoring, business health check or for human users
to take corrective to a detected malfunction.
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Schematic of the Entropic Design

As illustrated by Figure 1, the authors proposed a design model which combines autonomic design and
organisational semiotic principles to provide a complete framework for interpreting and enacting
process-oriented software with self-management capabilities. In that, the entropic autonomic design
allows for requirements and tasks needed from software to be interpreted using a variety of semiotic
techniques, which in turn are used to provide a task and workflow model that is afforded by a set of
software services. Business knowledge such as rules, norms and regulations that determine the
behaviour of government organisations, collaborative agencies and individual staff are captured
(Stamper, 1993) and encoded using the Neptune environment (Sec. 3.3).
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Figure 2: The Neptune IDE
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3.3 Programming Support

A programming paradigm Neptune was shown to be successful in representing and enacting
requirements represented using graphical, semiotic concepts (Miseldine et al., 2005a). Using flow
chart icons, the software (Figure 2) provides the user with simple drag and drop interpretation of
process flows, and their relationship with each other. Flow objects themselves can be one of 3
different types, though the facilities exist so that new types can be created as desired. The first type is
the “Input” object that specifies what data is required, and when it is to be obtained by the software.
The software can itself ascertain where this data should come from, for example from data
repositories, or whether the information is to be elicited directly by the software. The “Decision”
object is linked directly to logical statements encoded in the Neptune language, with the branches
coming from the decision object containing the corresponding result of these logical statements. The
final object “Action”, provides either feedback to the user, or provides a link to execute other parts of
the software, such as to show a web page, or run a database query. In summary, by dropping these
shapes, linking them, and encoding the logic behind the model, a complete decision process can be
created and adapted externally from a software system. The software then executes this model, and
behaves according to the model.

As these models can be externalised, changes to their construction therefore does not require changes
to the underlying software, allowing processes to be updated efficiently. Whilst human interaction is
vital for the initial design of requirements and process models, for Neptune to support the autonomous
behaviours discussed, it needs to provide a significant level of introspection to allow the system itself
to reason upon its own construction and the form of the process models provided to it. Each object
created in a decision process is represented computationally as in-memory objects. The resultant
object model exposes the attributes assigned to each flow object (such as the required data to elicit, or
the feedback to provide the user), and their interactions (such as which object follows which object in
the process flow). The software can create or modify these flow objects computationally, without
human intervention, to change its own behaviour. Relating to the autonomic features discussed at the
beginning of the section, the VSM model provides the sensors of autonomous behaviour, whilst the
Neptune object model discussed provides the enactor of the behaviour.

As a complement to the environmental sensing afforded by VSM, Neptune includes an audit trail for
each execution of a process model. Called Mercury, every interaction and decision made whilst
progressing through the process model is captured and stored in an open XML format. These audit
trails can be analysed to provide statistics on which paths are being taken through a process, as well as
profiling behaviours that might be an indirect consequence of the current process flow. Mercury trails
can be passed on to other process models to provide persistent storage between process models. In an
eGovernment scenario, these trails could be linked to eCitizens, so their usage and requirements of
eServices can be monitored.

Neptune environment provides support to co-ordinated autonomic design, and representation of
business processes. With Neptune providing the building blocks, and VSM providing the blueprint,
many interesting questions still require answering before the full vision can be built and realised.

The entropic design proposed is dependent on an accurate task model. Failure to elicit the correct
requirements will produce failures within the software to fulfil the desired functionality. Similarly,
incorrect interpretation of the task model using the semiotic constructs used in the Neptune software
by a user will produce undesired behaviour. As such, validating the task models interpreted in the
software against the proposed task models will increase the quality of the processes. These issues are
fundamental questions of science, and many are dealt with in the field of Requirements Engineering
and by use of semiotic technology.

The relationship between sensors and actuators for adaptation in the autonomic paradigm also require
research. Questions such as “When should a policy be altered?” and “When does an unplanned
behaviour become detrimental to citizens?” can be expanded into many diverse areas of research.
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Danger theory and cognitive immunity can categorise behaviours and promote or demote their
importance within a system. Work has been undertaken by the authors to provide Neptune with the
requisite semantics to represent dangerous signals or behaviours (Randles et al., 2005b) and thereby
allow for their eventual promotion or demotion within the process models.

Indeed validation plays a key role within autonomic behaviour. Not only should the computational
effect of an adaptation be assessed, but the wider effect of the change upon the full system of services
needs to be considered. In eGovernment, this is a big challenge, where many different components and
services interoperate to provide a complete solution for a citizen: changes to one service might
negatively impact upon the processes of another service. Thus the context of operation must be
extended beyond the boundaries of one system, into the federation of services to which the service
belongs. Some initial work has been carried out by the authors into providing a framework, Rainbow,
capable of exposing and co-ordinating such information (Miseldine et al., 2005b) so that the
autonomic features can access and reason upon its complete role within the system.

In summary, using Neptune users can provide concrete requirements using semiotic concepts, whilst
the system can adapt these to provide autonomic behaviours based on the constantly evolving
environment of the software sensed and interpreted using the VSM architecture. Assurance is provided
by both the use of natural modelling and that adaptations made by the software can be re-interpreted
and analysed by users using the same familiar, semiotic concepts (such as flow chart icons). Thus, the
provision and assurance eGovernment services are afforded, whilst Mercury provides a mechanism for
auditing interactions with services, as required by the three pillars of eGovernment discussed in
Section 2.

4 A CASE-STUDY - WITSA E-GOVERNMENT SURVEY

This case study is used to conduct an early test of the proposed task-oriented e-government services
management approach described above. For the purpose of the case study an e-survey application was
developed, deployed and managed using the proposed framework. The survey is sponsored by WITSA
and JMU to create a networked repository of contacts, e-government solutions and experiences for
WITSA members to learn from participating countries (WITSA, 2006).

4.1 Development and Discussion

The survey tool consists of a Neptune object representing the questions that are required to be asked,
complete with possible response options, and data validation requirements. The entirety of this
information is encapsulated within a flow model. The logic model includes the logical instructions
used to ascertain the actual flow through the model based on responses. Responses made by
participants are stored within Mercury auditing trails, as the responses were made. Thus, partial
responses can be viewed, as well as complete responses. In addition, the self-regulation layer and rules
were formally modelled and implemented using our Concept-Aided Situation Prediction Action
(CASPA model). This provided for instance a supervisory operation of the application and to log
performance profile, interaction and errors, which triggers a self-healing process to correct error and
alert as necessary.

During the participative development process of the survey (content), it was necessary for changes to
made to the structure. These changes were required to take into account feedback gathered by the
organisers and designers of the survey, requesting alterations, additions, and deletions of questions
from the survey. Due to the flexibility of the Neptune model, the changes were implemented using the
Neptune IDE by use of drag and drop, and saved directly to the object referenced by the survey
software. Thus, no manual changes were needed to the software that required re-engineering. This has
been compared against a traditional, ASP.NET web application deployment of a survey, which saw
the same changes requiring over 100 code changes, and a recompile of the application.
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In addition, the survey also employed the autonomous capabilities afforded by the Neptune model.
After sensing redundancy in part of the model (specifically that one set of questions could not be
answered if the user had answered a previous question using a certain value), Neptune re-wrote part of
the logic model to remove the redundancy. In addition, it was sensed via responses gathered that
participants who answered true to a particular question all answered true to a later question. In
anticipation of this relationship, when the question was next answered true by a participant, Neptune
adapted its interface to move the particular answer to the top of the list, to aid in the delivery usability
of the survey.

5 SUMMARY AND FUTURE WORK

Only few governments have opted to use e-government applications for transactional services or
networking. Even fewer governments use it to support the genuine participation of citizens in politics.
Those who do, in most cases, apply it at a very rudimentary level (UNESA, 2003).

As e-commerce and b-business, e-government has become a reality rather than theory. However, the
real value of the e-government is far from fully exploited. This is due to limitations from many facets:
social, legal, economic, cultural as well as technical. Perceived value of e-government has driven the
development of e-government for a long while. But there is still a great deal of research issues which
have to be resolved before exploitation of its full benefits.
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