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Abstract

As Internet adoption continues to grow exponentially, so too have threats to privacy. While
the Web empowers the consumers enormously, they are increasingly aware of the ways in
which technology can be used to collect potentially sensitive information regarding them and
the ability of vendors to use this information without their expressed permission. On one
hand, marketers face intense competition in the marketplace and need to have sophisticated
knowledge of their consumers in order to provide products and services that satisfy.
However, on the other hand, consumer information privacy concerns have become an issue of
great sensitivity. This paper provides a brief review of some of the issues surrounding
consumer privacy in a networked era and outlines how some new technologies have
exacerbated privacy concerns. It suggests that companies should respond to privacy concerns
in a positive manner by treating consumer information privacy concerns as an opportunity
rather than a threat.
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1 INTRODUCTION

The move from a transaction focus to a customer relationship focus has resulted in marketers
having a greater need to update knowledge of consumers in order to configure products and
services designed to satisfy individual user needs and tastes. This need for consumer
knowledge has resulted in widespread adoption of practices where information on the
individual consumer is collected, stored and analysed in an effort to continuously learn about
changing consumer needs. Vast improvements in technology have resulted in a growing
awareness amongst consumers that significant threats to their privacy exist and must be
addressed. It is difficult to determine exactly when in history the desire for privacy first
emerged as a significant concern for individuals. Christian tradition describes Adam and
Eve’s awareness that they had violated each other’s privacy after eating the forbidden fruit
resulting in their need to make cover for themselves with fig leaves sewn together (Genesis,
3:7). However, other traditions such as Greek philosophical tradition argue that the right of
privacy is subject to the right of the society, with philosophers such as Aristotle emphasising
that man must forsake his privacy as in his view it is not possible for private beings to subsist
in a civilized society (Politics, 1253a 25-30). The Italian renaissance philosopher Machiavelli
introduced the concept of separating the private individual from the public citizen, allowing
each of us to take on a personal persona (The Prince, 2003), a view that is supported by the
British empiricist Locke (1698: 116) who argued that ‘every man has a property in his own
person, this nobody has a right to but himself’. More recently researchers (Pilon, 2003;
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Litman 1999; Epstein, 1989; Miller, 1971) have argued that privacy should be treated as a
property right with Pilon (2003: 146) maintaining ‘property is the foundation of every right
we have, including the right to be free’. The view of privacy as a fundamental human right is
enshrined in laws such as the Universal Declaration of Human Rights (UN, 1948: Article 12),
the International Covenant on Civil and Political Rights (1966: Article 17) and the European
Convention for the Protection of Human Rights and Fundamental Freedoms (CoE,
1984:Article 8). In the literature, the view of privacy as a human right is supported by Fried
(1970) who argues from a Kantian background that privacy is a concept that provides a
‘rational context’ as it is essential in order for love, friendship, trust and respect to develop
among individuals. Support for this view is provided by Young (1979) and Schoeman (1984)
with the latter construing privacy as a significant aspect of human decorum. Other
researchers such as Kouw et al., (2004) and Boatright (2004) also argue for privacy to be
considered a natural or metaphysical right stemming from their beliefs that there is a ‘higher
law’ than that of any political or governmental power that applies to everyone and serves as a
standard by which we should all live. The divergent viewpoints as to whether privacy should
be viewed as a property right or a human right may well be culturally biased (De Boni and
Prigmore, 2002). What is clear, regardless of viewpoint, is that researchers are united in
agreement that privacy concerns are a significant issue meriting our attention and protection.

2 PRIVACY CONCERNS & CONTROL

The first publicly acknowledged definition of privacy would appear to be that of Warren and
Brandeis in their Harvard Business Review article of 1890. They argue that privacy is the
right to be let alone and Sheehan (2002) contends that this definition has become the basis of
much privacy legislation for the past century. Information systems researchers such as
Laudon (2005: 159) extend Warren and Brandeis’s definition maintaining that privacy is ‘the
claim of individuals to be left alone, free from surveillance, or interference from other
individuals or organisations including the state’. Control is defined as ‘the power of
directing command, the power of restraining’ (Oxford, 1996: 291) and is considered to be a
major antecedent in explaining the concept of privacy. For many researchers the key issue in
defining privacy relates to the ability to exert control over personal information. Thus,
Westin (1967) argues that privacy is the claim of individuals, groups, or institutions to
decipher for themselves when, how and to what extent their personal information is conveyed
to others. This theory of personal control is widely supported by privacy researchers such as
Fried (1968: 482) who defines privacy as the ‘control we have over information about
ourselves’ and Parker (1974: 281) who defines it in terms of the ‘control over who can sense
us’. Similarly, Stone et al., (1983: 460) define privacy as ‘the ability of the individual to
control personally information about one’s self It is understandable that individuals should
want and be entitled to a certain level of command over their personal information. Thus
Elgesem (1996) comments that personal privacy is the ability to permit to the communication
or distribution of one’s personal privacy and Laudon (1996: 93) concurs suggesting that they
aim to control its dissemination by ‘sharing it with some but not with others’. Clarke (1988)
suggests personal control is important in regards information privacy specifically as it is
concerned with the interest of individuals to control or significantly influence the handling of
personal data. Other researchers (Goldberg, 2000; Keen et al., 2000; Platt, 1995; Agranoff,
1993) also support this notion of individuals gaining specific control over the distribution of
sensitive information and to have the ability to regulate information privacy concerns.
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As we move further and further into a surveillance society it becomes apparent that most
individuals yearn for a certain level of control over their personal and sensitive information.
For example, 1999 Louis Harris poll indicated that 70% of online users felt uncomfortable
disclosing personal information online while a 2003 Harris poll of 1010 adults also found that
69% of those surveyed described their ability to control the collection of personal information
as being ‘exceptionally important’. A subsequent (2004) Harris Poll found that 87% of the
2136 adults surveyed had made a conscious decision to protect their own privacy by
requesting that companies remove personal information from their databases. This confirms
the increasing concern of individuals regarding the violation of their privacy and their desire
to be able to control their personal information. Interestingly, while individuals’ sensitivity to
control their private information is an issue of increasing concern, the truth regarding the
extent of control over that personal information is often misunderstood, particularly amongst
the internet-using public. This is confirmed by a 2005 study by the Annenberg Public Policy
Centre which discovered that 47% of the 1500 adults surveyed falsely believed they were able
to control personal information distributed about them online simply because they had the
right to view data collated by the on-line vendor, while a further 50% falsely believed they
could control the depth of information contained on them by having the ability to edit
information as and when they saw fit (Turow et al., 2005). However, online vendors do not
seek to enlighten their customers that this is not the case.Not all privacy researchers concur
that privacy should be described in terms of control over personal information. In fact, a
diverse body of research dispute that view. For example, Schoeman (1984) argues that
control is not a necessary or acceptable condition of privacy while Moor (1990; 1997) posits
that privacy is better defined in terms of some level of restricted access rather than control.
Agreeing with Lyon’s (1994) view that to participate in modern society one must accept being
under electronic surveillance, Chellappa (2001: 148) suggests that ‘there is no such thing as
absolute privacy in a social order’ as this is something which no individual can control, while
Tavani (2001: 6) suggests that an individual can have ‘control but no privacy’ or ‘privacy but
no control’. Consequently, Tavani concludes that while privacy and control are mutually
supporting concepts, he argues that these constructs are frequently confused and therefore
surmises that it is more useful for researchers to treat these constructs separately.

3 TRUST, PRIVACY & UNCERTAINTY

The literature recognises the importance of trust in the specific business-to-consumer on-line
transaction domain (Lee and Turban, 2001; Gefen, 2000; Reichheld and Schefter, 2000).
Ratnasingham (1998) contends that the influence of trust on interactions is even more crucial
in global electronic commerce than in the physical marketplace, while the Cheskin
eCommerce Trust Study (1999: 2) notes that as ‘the Internet develops and matures, its
success will depend in large part on gaining and maintaining the trust of visitors. This will be
paramount to sites that depend on consumer commerce.’ The individual’s need to trust relates
directly to the risk involved in a given situation (Mayer et al, 1995). In the business-to-
consumer electronic commerce environment the degree of risk is even greater than in the
traditional commercial environment (Grabner-Krauter and Kaluscha, 2003), therefore the
need for trust is correspondingly greater. For example, purchasing on the Internet holds risks
that are unique to that context. These include the requirement to provide sensitive
information, and the uncertainty of what the retailer will do with the consumer’s personal
information (Grabner-Krauter and Kaluscha, 2003). In fact, it has been shown that awareness
of their lack of control over personal data can lead to consumers withholding information
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from companies and resisting the adoption of online purchasing (Goldsmith and Bridges,
2000). Due to this lack of control and uncertainty, many consumers simply do not trust most
web providers enough to engage in relationship exchanges with them (Hoffman et al.,
1999).Hirschleifer and Riley’s (1979) theory of information can be used to better understand
the uncertainty that applies to the on-line purchase environment. This theory outlines two
categories of uncertainty: system-dependent uncertainty and transaction-specific uncertainty.
Both types of uncertainty exist in the on-line purchase environment. For example, the on-line
consumer is dependent on the technological medium for the process to take place effectively
and securely but not have any control over the medium or the transmission of the data
(system-dependent uncertainty). Transaction-specific uncertainty includes the possibility that
even when guarantees are provided that customer data will not be passed on to third parties,
the consumer does not have any guarantee that the vendor has measures in place to protect
consumer data from employee theft. Hence, there is a high level of uncertainty related to the
on-line purchase environment. Research has shown that customers frequently have legitimate
anxiety about transaction confidentiality and anonymity (Ratnasingham, 1998). As each
consumer is unique, the extent of perceived risk will be influenced by issues specific to the
individual. For example, the extent to which on-line consumers are concerned about privacy
issues is influenced by their education (Burke, 2002), Internet experience and interaction
readiness (Miyazaki and Fernandez, 2001).

3.1 Internet Specific versus Internet Enhanced Concerns

The exponential growth of the Internet has ensured that threats to our privacy can occur at a
magnitude previously deemed impossible. Seeking to improve our understanding of the
privacy construct, Tavani (1999) subdivides privacy concerns into Internet-enhanced and
Internet-specific privacy concerns. The former relate to data gathering and monitoring
processes in addition to data exchange and data mining techniques, all of which combine to
erode the individual’s privacy. Prakabher (2000) notes that each time an individual interacts
with the Web, they leave behind a trail of detailed information regarding who they are, their
buying habits, financial details, and other personal details. Individuals have little control over
who can access that information and what can be done with it.Market researchers with access
to such information can drill down and extract data of specific interest to them. Such
technological processes ensure that an Internet users’ online activities can be monitored and
information about them gathered either directly or indirectly leading to the exchange of
personal and sometimes sensitive information at an unparalleled rate. Therefore it may be
unrealistic to expect that profit-driven businesses will not infringe on consumer privacy in an
environment where information on consumers is highly profitable and easy to collate.
However, Prakhaber (2000) argues that the fundamental problem in Internet privacy is not the
disclosure of sensitive information by itself as long as that information is given voluntarily
and consumers are made aware as to how it is being used. Such a scenario is not a violation
of privacy. Rather the concern relates to the collection of private information without
consumer permission and the selling of that information to other databases owned by
companies other than the one with whom the consumer is interacting. These internet-enhanced
concerns are highlighted in practitioner reports such as the AT&T (1999) research report that
found that 48% of respondents would feel more comfortable providing personal information if
there was a law to prevent the site from using the information for any purpose other than
processing the specific transaction, the (2003) Harris Poll which reported that 79% of
individuals surveyed considered it to be extremely important to be in control of who is
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allowed to access their personal information, and the (2003) PC World study which showed
that 76% of the 1500 Internet users surveyed were ‘highly concerned’ with a websites’
tracking habits and that 95% of those respondents were ‘highly concerned’ with a websites’
ability to collect sensitive information.The second type of privacy concern identified by
Tavani (1999) is described as Internet-specific concerns. These concerns related to certain
threats to personal privacy that are attributable to the Internet itself such as the use of Internet
Cookies and Search Engines. Internet Cookies have generated substantial controversy forming
a paradox between the advantages and disadvantages of such a technology. Cookies allow
online retailers to record an individuals’ personal information and then store it on their own
system. This allows market researchers and online vendors to build up a profile on any
individual that visits a certain site providing them with an insight into their behaviours and
tendencies. Defenders of this facility maintain they are customising individuals shopping
experiences and habits offering a service whereby they can focus in on specific needs.
Opposers of this argument argue that their right of privacy is being significantly invaded and
that the gathering, storing and exchange of data between the user and the website frequently
occurs without the user’s knowledge or consent (Tavani, 1999). Moreover, practitioner
reports such as the PC World (2003) study confirm the level of internet specific privacy
concerns that exist in their finding that 88% of respondents were concerned about a website
sharing or selling email addresses. The value of such surveys lies in the fact that they act as a
barometer of the level of apprehension and anxiety regarding possible privacy violations that
surround the use of the World Wide Web and connecting technologies over the past decade.
As we enter the third millennium we have turned the corner into a place where technology
pervades our day-to-day lives and many things, which would previously have been considered
flights of imagination, are as a result of technology, becoming part of our reality (Kostakos et
al., 2005; Galanxhi and Fui-Hoon, 2004).

3.2 Ubiquitous Computing

Weiser (1993: 71) first described the concept of ubiquitous computing as ‘the non-intrusive
availability of computers throughout the physical environment, virtually if not effectively,
invisible to the user’. Singh et al., (2005: 421) follow this same belief by defining ubiquitous
computing as a ‘global computing environment where seamless and invisible access to
computing resources is provided to the user’. Wang et al., (2006) concur suggesting that the
main purpose of ubiquitous computing is to employ a user centric and application focused
computing environment. Watson et al., (2002: 336) suggest that u-commerce personifies the
characteristics of ubiquity, universality, uniqueness and unison thus differentiating it from
traditional commerce. They note that ‘the ubiquity, or omnipresence, of computer chips means
not only that there are everywhere but that are, in a sense, ‘nowhere’ for they become
invisible as we no longer notice them.” Other researchers such as Langheinrich (2002b) and
Schmandt and Ackerman (2004) note that ubiquitous computing has become such a large part
of our daily lives that most fail to even notice it. In part this stems from the fact that
technological devices can be so small that they disappear from sight and from the fact they
have now become so familiar to us that we no longer notice using them (Kostakos et al.,
2005; Lederer, 2003).

The emergence of ubiquitous computing has resulted in increased privacy concerns among
many individuals, a fact noted by many researchers from varying disciplines (Hong et al.,
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2004; Hong and Landay, 2004; Lederer, 2003; Langheinrich, 2002a). Langheinrich (2002a)
for example foresees personal privacy becoming a major concern potentially affecting the
widespread deployment of ubiquitous computing and technologies. Lederer (2003) notes how
the expansion of ubiquitous systems and consequently the increased level of data mining
techniques that pursue have strengthened and magnified an individual’s ability to track and
collect personal information, thus increasing privacy concerns. It is conceivable that
individuals’ desire privacy-sensitive ubiquitous applications (Hong et al., 2004; Hong and
Landay, 2004), a concept significantly developed on by Galanxhi and Fui-Hoon (2006) who
note the kinds of information that can be gathered, how it can be used, and the accountability
of those that gather sensitive data are all significant privacy concerns. The authors further
suggest that a users desire to become empowered decision makers regarding their own level
of privacy and the fear over who can gain access to information which has been gathered are
extremely relevant concerns in a ubiquitous or pervasive computing environment.

3.3 Pervasive Computing

Despite the fact that the terms ‘ubiquitous’ and ‘pervasive’ computing are often used
interchangeably (Schieck et al., 2006; Rao and Zimmermann, 2005; Niemela and Latvakoski,
2004; Simpson, 2004), a diverse body of research argues that they are in fact conceptually
different (Singh et al., 2005; Lyytinen and Yoo, 2002). For example, Dryer et al., (1999:
652) define pervasive computing as a ‘move from an interaction between an individual and a
single device to an abundance of networked mobile and embedded computing devices that
individuals and groups use across a variety of tasks and places’. For Turban et al., (2004:
273) pervasive computing is a ‘world in which virtually every object has processing power
with wireless or wired connections to a global network’, while for Landry et al., (2005: 445)
pervasive computing technologies are systems that offer ‘secure, robust, real-time, seamless
universal access to data via a wide array of devices and a means to communicate all of it’ .For
many researchers who bear this delineated perspective a pervasive computing environment is
characterised by an emphasis on the seamless integration of the technology to the degree that
it is no longer noticed and to a large extent disappears (Rao and Zimmermann, 2005; Turban
et al, 2004; Simpson, 2004; Lyytinen and Yoo, 2002; Satyanarayanan, 2001). The
invisibility characteristic implies that such mechanisms do not impose on our consciousness.
Because invisibility is a characteristic that applies equally to ubiquitous commerce (Galanxhi
and Fui-Hoon, 2004; Watson et al., 2002; Langheinrich, 2001; 2002b; Weiser, 1991; 1993)
this leads to difficulty in distinguishing between the two constructs. Some researchers (e.g.
Singh et al., 2005; Lyytinen and Yoo, 2002) have sought to distinguish between the
constructs by describing a ubiquitous computing environment as one that integrates the
benefits and advances of both mobile and pervasive computing. Other researchers (e.g.
Niemela and Latvakoski, 2004) however, remain trenchant in their view that pervasive
computing is merely another term used for ubiquitous computing. Whether or not the
distinction between these constructs is worthy of note, the fact remains that
pervasive/ubiquitous computing raise significant privacy challenges both on a social and
individual level. Satyanarayanan (2001) suggests that as a user becomes more au fait and
dependent on pervasive devices the system develops an awareness and understanding of their
movements, behaviour patterns and habits thus spawning considerable privacy concerns. It is
the invisibility factor consistent with pervasive mechanisms that generates privacy concerns
among users as it becomes more difficult to determine whether sensitive data is being
gathered and used (Hong et al., 2005). The greatest obstacle to its extensive deployment is
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considered to be widespread user resistance to intrusion generating the need for privacy zones
(Schieck et al., 2006; Kostakos et al., 2004; Kostakos et al., 2006).

3.4 RFID Technologies

Radio Frequency Identification technologies (RFID) have been defined as ‘an electronic
tagging technology that allows an object, place, or person to be automatically identified at a
distance without a direct line-of-sight, using an electromagnetic challenge/response
exchange’ (Want, 2004: 41). These small, low-cost devices can hold a limited amount of data
and report that data when queried over radio by a reader (Molnar and Wagner, 2004).The time
and cost of processing tagged items is significantly reduced through the use of RFID systems
(Karthikeyan and Nesterenko, 2005). Recently a close link has been identified between RFID
technologies and CRM (Customer Relationship Management) techniques, forming a
relationship which sustains product transparency resulting in a well managed supply chain run
with on demand information in real time (Smith, 2005). Taghaboni-Dutta and Velthouse
(2006) propagate that RFID technology has the potential to enhance an individuals shopping
experience thus reducing shopping frustration. However, Smith (2005) notes how a precise
combination of CRM processes and RFID based technology can enable a firm to track a
customers buying pattern and analyse their buying behaviour dramatically improving their
purchasing experience. Clearly this can lead to a conflict between the vendor’s ‘need to know’
versus the individuals ‘right not to tell” (Platt, 1995) adding fuel to existing privacy concerns
on the part of the individual. Examining the issue of privacy from a value proposition
perspective, both Weiss (2003) and Hong ef al., (2004) note that retailers benefit from RFID
through inventory tracking thus maintaining a steady and efficient supply chain whilst
consumers become data sharers exposing themselves to furtive tracking often with little
relevant benefits to themselves.Additional disadvantages to the consumer include the ease
with which an attacker can obtain an illegitimate RFID reader since a reader is little more than
a radio receiver. Jones et al., (2004) argue that the fear of sensitive data being stored on the
tag after the point of sale is a real concern for consumers, while Smith (2005) notes that the
item tagged by RFID can still be monitored after the consumer leaves the store. Moreover,
consumer privacy can be affected by target marketing if RFID is used to classify consumers’
by their shopping history and patterns (Karjoth and Moskowitz, 2005). Ohkubo et al., (2003)
and Shih ez al., (2005) suggest that placing private information on a RFID tag is potentially
dangerous as such information can be acquired by an outside source if it is leaked via the
network or as a direct result of the communication between the tag and reader — otherwise
known as eavesdropping. A second concern, traceability, involves the tracking of individuals
through the use of RFID tags and the violation of location privacy, an issue that has received
much attention from privacy researchers (Taghaboni-Dutta & Velthouse, 2006; Shih et al.,
2005; Molnar and Wagner, 2005; Nohara et al, 2005; Smith, 2005; Hong et al., 2004;
Johannson, 2004; Jones et al., 2004; Want, 2004; Weiss, 2003). Data can be correlated from
multiple tag reader locations thus tracking location, social and financial interactions. Other
researchers (Karthikeyan and Nesterenko, 2005; Molnar and Wagner, 2005; Nohara et al.,
2005) concur that the widespread adoption of RFID devices poses considerable tracking and
monitoring privacy risks that did not exist with previous technologies, all of which result from
the basic functionality of RFID technologies as ‘an ID can be read without permission, is
constant and unique, and contains potentially sensitive data’ (Ohkubo et al., 2005: 68-69).
Subirana and Bain (2006) summarise the situation by noting that it is the users’ sense of
uncertainty and lack of control that generates the biggest privacy concerns. his uncertainty
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and lack of control related to all of the technologies mentioned reflect the significant
asymmetry that exists in terms of what the Internet means to individuals versus companies.
For example, Prakhaber (2000) rightly points out that while the technology has created better,
faster and cheaper ways for businesses to meet the needs of their customers and better faster
and cheaper ways for customers to satisfy their needs, however the capability to leverage this
technology is far higher for companies than for individual consumers. Because unequal
forces, leading to asymmetric information availability, tilt the playing field significantly in
favour of industry, such technologies do not create market benefit to all parties in an equitable
manner.

4 SUMMARY

While privacy issues have long been of concern to consumers’ privacy advocacy groups, the
increased ability of marketers to use technology to gather, store and analyse sensitive
information on consumers on a continuously updated basis has increased the acuteness of
these concerns. This paper has outlined a number of ways in which as the technological
environment has become more sophisticated it consequently accentuates consumer privacy
concerns. While marketers need information on consumers in order to refine products and
services thus increasing consumer satisfaction, the need to find a way in which the interests of
both consumers and marketers can be served has never been more urgent. In this
environment, businesses have a choice as to how they should respond. Their choice will
determine the type of buyer-seller relationships that their company has. If privacy concerns
are not addressed they manifest through the costs of lost sales, through the move from online
to offline business channels and through lost customer relationships. Trust is key to the
success of electronic commerce. In order for trust to be engendered, consumers must be
confident that their personal information will not be used without their consent and will not be
sold to third parties. That bond of trust is fragile. Those companies that are successful at
building that trust and managing the uncertainty associated with consumer disclosure of
personal information will benefit from increased consumer confidence. The ownership of on-
line consumers will be predicated to a large degree on the way in which businesses seeking to
leverage Internet technology will gather market information while equally embracing the
responsibility of preserving consumer privacy.
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